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Until September 11, 2001, the work of military and political intelligence services was considered 
good only insofar as neither their successes nor failures ever made it to the public light. After 
9/11 the intelligence services have become popular as never before. True, after the terror attacks 
they were charged with unresponsiveness and failure to predict or prevent, but today they appear 
to be the only force available to fight the diffuse and impenetrable network of fundamentalist 
terror. Thus the social and the political status of the intelligence services—especially in America, 
but not just there—has fundamentally changed. If you asked Americans two years ago what the 
U.S. government was spending its yearly $30 billion intelligence services budget on, you would 
have heard that it was for ensuring national security, for informing foreign policy decisions, for 
fighting organized crime, and for military operations—all problems that Americans long 
considered likelier to occur abroad than on their own land and soil. National security was 
considered something that needed to be defended in Iraq and that was equated, in a problematic 
turn of rhetoric, with global security. Today the attitude is much simpler: ”The intelligence 
services are supposed to protect us.” That they were unable to do so has become a political issue 
in America. While the immediate reaction to the events of 9/11 was a mixed bag of sharp 
criticisms and calls for expanded powers for the intelligence services, more recently there has 
begun a process of reconstructing concrete omissions and structural weaknesses. Throughout, 
hardly any consideration has been given to the kind of knowledge actually involved in the 


product” of the intelligence services: how this knowledge is gathered, produced, processed, and 


transmitted. Intelligence—as a very specific, complex, and in a certain sense paradoxical kind of 
knowledge—cannot simply be ”improved” or produced ”faster” or in ’greater amounts.” 
Technical intelligence (TECHINT), such as signals interception, satellite imagery, measurement 
analysis, and decryption technology, partially obviating the risky business of spying by secret 
agents (HUMINT), has allowed us to forget that the knowledge sought by the secret services is a 
high-risk, ephemeral sort of knowledge. Secret intelligence is a knowledge that is not only won 
under dangerous conditions but also has its own inherent dangers and paradoxes. What the 
intelligence services collect and process is not yet, nor will it ever be, reducible to the technical 
problems of signal analysis, decryption, and image resolution, nor for that matter to mathematical 
risk assessment or the game plans of trained experts. Intelligence will ever be irreducibly linked 
to danger and deception, from which it has its origin and without which it is not to be had. 
Despite all its administrative rationalization and technical objectivization, the gathering and 
handling of secret information will always be somehow dirty, fraught with betrayal, suspicion, 
and lies. It is caught in an epistemic delirium unstoppable by any state or technological 
achievement. The logic of this knowledge must be described in terms other than those of an 


epistemology of science: it is the epistemology of enmity. 


Intelligence 
Encyclopedic entries under the heading intelligence” describe a three-part epistemic operation: 
seizing, gathering, and analysis. Evaluated information” is what the Encyclopedia Britannica 


calls intelligence, which ”can be given to leaders to help them in their decision making.” ' What is 
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depicted here in reassuring clarity as the nexus of knowledge and decision is divided in other 
places into a trinity of the process, product, and institution of intelligence: ”a kind of knowledge; 
the type of organization which produces the knowledge; the activity pursued by the intelligence 
organization.” At first glance there is, structurally speaking, very little to distinguish intelligence 
from knowledge or scientific research per se. Intelligence theorists themselves have thus couched 
the specific problems of their knowledge production and processing in the terms of recent 
theories of science, basing themselves on Popper, Feyerabend, and Lakatos.’ The questions that 
arise here are those of a philosophy seminar: is there such a thing as a ’paradigm shift” in the 
world of signals intelligence? Does one work from individual data toward a theory and prognosis, 
or is it rather the case that basic theoretical assumptions are what determine the way data is 
collected and evaluated? This academic approach to intelligence defines it as a discipline in the 
general field of empirical social sciences, but alsoas an epistemological sister of experimental 
research. It appears to be the prototype of applied” science. It has clearly delineated modes of 
questioning, quantifiable data, can be disproved through observation, and produces theories 
capable of falsification. With one small but decisive difference: where the hard sciences have 
nature” as their object, intelligence has ”the enemy.” The assumption is that this object behaves 
exactly as nature does for the natural sciences: predictably.* Here, too, one encounters the 
methodological difficulty that the act of observation can cause changes in the object so 


observed.But to consider intelligence as parallel to science implies that ”the enemy” can, in 
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principle, be transformed into positive raw data (troop strength, weapons, gross national product, 
deployment plans, images, transcripts of intercepted communications). These data, viewed 
together with assumptions on the state of political conflict (’does Syria want to go to war with 
Israel”?), can be transformed into scenarios for assessing the pros and cons of a given political or 
military measure. Computer simulations of hot spots of conflict around the world produce 
idealized prognoses that serve the decision makers” as the basis of their determinations about 
war and peace, covert actions or diplomatic cosmetics. In the scenarios of game and decision 
theory, which have provided the methodology for processing the gathered data in the last few 
decades, politics becomes the continuation of mathematics through other means. College 
graduates’ rationalistic optimism that their studies in philosophy or physics had equipped them 
with sufficient methodological skills to ’evaluate data” as intelligence officers gradually gave 
way to their entirely mistaking their business as involving the same type of *knowledge” they had 
encountered at the university. 

This understanding of military and political intelligence as the product of quasi-scientific 
research and bureaucratic institutions is, however, a rather late development in the history of a 
kind of knowledge characterized above all by its innate linkage to power and war. Whoever 
becomes the object of this knowledge is the enemy, by definition. Intelligence is about ‘them,’ 
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not ‘us. ””” Intelligence is the endeavour of knowing the enemy, identifying internal and external, 
visible and invisible, latent or manifest enemies, suspicious groups and unstable alliances. Even 
though this knowledge is today produced and circulated within huge administrations, even though 


it is thought to function like a science, it has its origins in neither the spirit of administration nor 


of academia, but first of all in warfare. One of its earliest and pithiest theories, Sun Tzu’s The Art 
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of War sketches out a war that ideally can be won without battle, simply through the application 
of knowledge. This tract, which is thought to have been written between 400 and 320 B.C. under 
the Emperor of Wu and which was first translated into French by the Jesuit priest Joseph Amoit 
in the eighteenth century, is not just the first known textbook on strategy and tactics, but, most 
important, a theory of intelligence, its uses, and its sources. ”All warfare is based on deception” is 
Sun Tzu’s basic axiom.° Around it he unfolds a thoroughgoing doctrine of intrigue and traps for 
use against the enemy. The methods of this warfare are as pragmatic as they are perfidious: 
underhandedness, deceptive maneuvers, the advantage of surprise, secrecy and camouflage, 
distraction, and disinformation. ” Therefore, when capable, feign incapacity: when active, 
inactivity. When near, make it appear that you are far away; when far away, that you are near. 


Offer the enemy a bait to lure him; feign disorder, and strike him.” 


These are the weapons to be 
used long before it comes to open battle—as its successful preparation or prevention. Sun Tzu 
recommends luring the enemy out by camping in an open field, allowing a surrounded troop 
obvious routes of escape so that they do not fight to the end, and leaving mysterious items around 
the camp so that the enemy is held up while investigating them. The active misleading of the 
enemy is only one side of it—the other is intelligence as the gathering of dependable information 
on the enemy.Sun Tzu calls it ”foreknowledge” and teaches his reader how to read the signs: to 
judge the fatigue of enemy soldiers by their cursing, the speed of moving troops by the shape and 
height of their dust clouds, the nervousness of the opponent by the noise he makes at night. As a 


logical consequence of this emphasis on ”foreknowledge,” this amazing text ends with a 


comprehensive typology of spies and the ways to use them.* He names five different categories 
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of secret agents: native agents,” or local traitors knowledgeable of land and people; ”inside 
agents,” or turncoat officials on the enemy side who speak freely of state secrets; ”doubled 
agents,” or captured enemy spies who can reveal what the enemy knows; ”expendable agents,” or 
carriers of fabricated information who offer the enemy false data; ’ living agents,” or informers 
who infiltrate the enemy’s cities and encampments and spy on them. This typology of spies goes 
far beyond a modern definition of espionage, as it includes not only information retrieval but also 
disinformation. Sun Tzu’s agents need not be ’compatriots”; they need not make it out alive; it is 
not necessary that they be upstanding or, for that matter, reliable. What they must accomplish is a 
subtle politics of information, the purpose of which is to provide the basis of any tactical 
decision: ”Secret operations are essential in war; upon them the army relies to make its every 
move.”” Whereas in European warfare espionage and betrayal are seen as a necessary evil and 
spies as unheroic and infamous creatures who are “necessary, but not respected” (Frederick the 
Great) In the efficient waging of war, Sun Tzu Sun-tzu associates them with the secret to 
bloodless victory: ”For to win one hundred victories in one hundred battles is not the acme of 
skill. To subdue the enemy without fighting is the acme of skill.”!° The ideal of Sun-tzuSun 
Tzu’s elegant and highly economical warcraft is a minimum of violence, wear and tear, and 
time—everything else, such as great battles, lengthy encampments, and complicated weaponry 
are barbarism. The most important instrument in this art of war is knowledge, and Sun-tzuSun 
Tzu’s perhaps deepest insight is that he recognizes it as a two-edged sword: intelligence is always 
deception as well as knowledge, it is the struggle for the advantage in what is known, a game of 
covering and uncovering, information and disinformation. Knowledge is a weapon if it can be 


used against the enemy to gain a strategic advantage. The important criterion here is not truth 
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versus falsehood, but rather tactical effectiveness. It is always biased, whether in the hands of 
allies or of enemies, and thus inherently bound to the side that uses it. The knowledge produced 


by intelligence is never ’objective” but always strategic. 


War Knowledge versus State Knowledge 
Permeated by war in its dual-natured essence, intelligence stems not from the kind of power 
typified by state sovereignty but from what Gilles Deleuze and Félix Guattari have described as 
the ”war machine,” a multiple, deterritorializing movement as opposed to the hierarchical and 
stratifying principles of the ”state apparatus.” War is speed, secrecy, violence, cunning—while 
the state is understood as ’’stratum,” fixedness and rootedness in one place, representation, the 
end of bellum omnium contra omnes: the law. The war machine, according to Deleuze and 
Guattari, is, as a matter of principle, external to the state—even though elements of the war 
machine may be integrated into the State apparatus in the form of its army, police, and 
intelligence services. The war machine consists of ”furor” instead of ”’moderation.” The warrior, 
write Deleuze and Guattari, 
is like a pure and immeasurable multiplicity, the pack, an irruption of the ephemeral and 
the power of metamorphosis. He unties the bond just as he betrays the pact. He brings a 
furor to bear against sovereignty, a celerity against gravity, secrecy against the public, a 
power [puissance] against sovereignty, a machine against the apparatus. 
The war machine is Deleuze and Guattari’s name for an unleashed and unlimitable enmity, a 
dynamic of all that is warlike: its capacity for metamorphosis and camouflage, for speed and a 


strategic relationship to space. Secrecy and the betrayal of secrets, disinformation and the 
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violation of treaties, propaganda and conspiracy are elements of this war machine, which cannot 
be subsumed under the principles of national sovereignty. It is the modern partisan, the 
clandestine “irregular fighter” that could be called the paradigmatic embodiment of the Deleuzian 
war machine.” It is no coincidence that one of the most successful partisan leaders in history was 
Mao Zedong, a careful reader of Sun Tzu. The partisan is a type of warrior whose most important 
and efficient, indeed sometimes sole weapons are his mobility, his knowledge, and his cover. He 
is everywhere at once, he hides in the guise of a civilian, he fights alone or in very small units. 
His only chance against superior numbers and technology is his knowledge in and of space—the 
native’s privileged familiarity with his territory—and his tactics of surprise and deception. The 
partisan (and its metamorphoses as terrorist, secret agent, saboteur, spy) is the Deleuzian 
nomad” of modern warfare. 

Where national sovereignty is demonstrated through representation and discipline, treaties 
and territorial demarcations, in the war machine it is the twofold principle of secrecy and speed 
that holds sway. In a way, in the logic of the war machine, secrecy and speed are two sides of the 
same thing. Intelligence as a type of military knowledge, besides its dual structure as information 
and disinformation, always carries a time indicator; its strategic relevance has an expiration date. 
The key is to know where the enemy is before the battle, to predict the future, to have this 
knowledge on the spot and unbeknownst to the enemy. The secrets of intelligence, which gave its 
institutions the title of ’secret intelligence,” are in their essence dated (good until when?) and 
directed (secret to whom?). ”If the secrets of war are always written in the air, only high-speed 
transmission allows their importance to be usefully deciphered,” according to Paul Virilio. This 


double limitation on universal validity fundamentally divides the knowledge of intelligence from 
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the knowledge of the sciences. Hwever uncannily similar intelligence may seem to academic 
research, it is anything but universally valid, verifiable, and openly accessible, nor is it durable. 
Intelligence might have its origins in the deception and hardship of war, far from the 
administrative and academic form it sometimes tends to take today. However, like the whole of 
the war machine, it has been integrated into the state as an instrument of governance as much as 
of warfare. Just as the state creates armed forces in order to channel the nomadic dynamic of war 
into a standing army, the furor of the warrior into strict discipline, and his territory-grasping 
speed into territorial rule, thus it also assimilates military intelligence.'* The principle of 
traversing and exploring lands now becomes that of seizing, appropriating, and controlling them. 
Intelligence as the gathering of strategically useful information about the enemy now becomes a 
fourth dimension of war” in addition to the famous ”’communication, control, command,” and 
has its own functional department within the army and the state. Today this double function of 
intelligence as an instrument of governing as well as of warfare is mirrored in the administrative 
division between domestic and foreign intelligence services. The smallest unit of production of 
military intelligence is the paradoxical pairing of military leader and scout/spy, the highest 
command and the lowest irregular elements of warfare: bribed local inhabitants, traitors, 
prisoners, secret informers.'° Armies have long been careful to erect as few barriers as possible 
between the two sides of this pair, between discovery and decision. To the extent that the 
elements of the war machine are integrated into the house of the state, secrecy and deception 
become part and parcel of sovereignty: as the modern form of arcana imperii. In this crucible the 
intelligence services are born, administrations of the fleeting, double-edged knowledge produced 


by intelligence. In the Renaissance this first took the form of a special caste—originally private 
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and operating at its own expense—of agents, informers, decryption specialists, and spies who 
delivered reports to a complicated hierarchy of officials and advisors. Intelligence became a kind 
of state knowledge, administrated and specialized, as useful for the efficient waging of war as to 
the smooth internal functioning of the state. In this way it was separated not only from the 
business of war—becoming part of diplomacy—but it also became differentiated into a variety of 
instances, each responsible for a different function: data gathering, evaluation, analysis, reporting 
to decision makers. Beginning in Venice and Elizabethan England, the modern states began to 
pay for informants who, in the guise of travelers, envoys, or negotiators collected information, 
intercepted correspondence, deciphered codes, and practiced secret diplomacy in the shadow of 
the throne. As state knowledge, intelligence is an element of a hierarchical apparatus, running 
through a phalanx of secretaries and specialists charged with gathering information, processing, 
formulating questions and goals, and finally turning it into evaluations and advice for the policy 
makers. With increased professionalization, departments became differentiated along lines of 
method and application. This specialization aims at a total overview that would encompass the 
whole field of politics—of internal and external enemies, in war or in peace. Thus intelligence 
becomes a secret addendum to a body of knowledge that the state—not at all secretly—collects: 
statistics and indices, dossiers and reports on which modern governance is based. Intelligence 
becomes, as Alain Dewerpe puts it, a "science totale. ”'® As governmental knowledge, it collects 
data on the population, social risk groups, home opposition movements; as military- 
strategicinformation, it departs from the preparation for battle toward preparation or prevention of 
war, clarifies the military’s attack power, economic endurance, international networks of 


influence, or possible geopolitical outcomes. Its focus can be infinitely large or immeasurably 
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small: the political effectiveness of marginal groups, the family ties of figures in government, the 
structure of private networks, the behavior of the press. As domestic intelligence, the work of 
secret services has sometimes tended to be a total surveillance of the entire population, or more 
precisely, of the ’enemies to society” hidden within the homeland. Specifically with this attention 
to the ’enemy within”, there is a tendency for the intelligence services to become what Michel 
Foucault describes as the specific structure of police power” as it arose at the end of the 
eighteenth century, as an ’apparatus that must be coextensive with the entire social body and not 
only by the extreme limits that it embraces, but by the minuteness of the details it is concerned 
with. Police power must bear ‘over everything’... it is the dust of events, actions, behaviour, 
opinions — ‘everything that happens’.”'’ More recently, national and international forms of 
criminality (e.g., drug smuggling and organized crime), terrorism, or white-collar crime have 
fallen into the category of national security.” With its bureaucratization as state knowledge, 
intelligence became more than a form of knowledge, more than even a branch of science: it 
became an encyclopedic archive of many different disciplines and types of knowledge—a 
meta—science, ranging from political science and conflict psychology to nuclear physics. It 
increasingly relies on public sources (television, newspapers, the Internet, statistical yearbooks, 
maps, professional publications, etc.) and summarizes this knowledge in regularly published 
reference works (such as the National Intelligence Survey of the sixties or the World Fact Book). 
Intelligence is like a classified encyclopedia of the world, knowledge about everything, but not 
for everyone 


The Epistemology of Secrecy 
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What differentiates the kind of intelligence done by experts and specialists and stored in their 
offices and filing cabinets from the knowledge cultivated at universities is its epistemology of 
secrecy. This creates peculiar effects of hypnosis or paranoia. The secrecy and the closed nature 
of the intelligence services precludes any competition, and thus correction, of the gained results. 
Whereas the crowning achievement of scholarly research is publication, which opens the 
possibility for contradiction, intelligence is blind. It is created, circulated, and eventually 
discarded in an imaginary space that quite possibly is nothing more than one’s own interior but 
which is experienced as external.” Especially in the hysteria of Cold War, intelligence had the 
strong tendency to create a fathomless world whose secrets (covert movement of troops, new 
miracle weapons, the identity of a mole, etc.) could never be anything but exactly what was being 
looked for. This might not be the intent, but it is the effect of classification”; as —nobody else is 
equipped to share the knowledge thus classified, nobody will correct an aberrant hypothesis, 
nobody will contribute contradicting information. This is why, in their lucidity as well as their 
blindness, the intelligence services tend to be very stubborn about their hypothesises and very 
reluctant towards dialogue and exchange. The questions after 9/11 about the failures of the 
intelligence services have made this inability to communicate clearer than ever. It has been 
shown that not only is the exchange of information within the institutions faced with countless 
hurdles, but even exchanges communication between the CIA, FBI, and various other American 
services such as the NSA functioned anything but smoothly As recently as summer 2002 an FBI 
field officer pointed out the fact that her communiqués about a member of Al Qaida were buried 
on the desks of her own colleagues. Even the European intelligence agencies, which have a long 
tradition of know-how concerning Islamic terror groups, were very cautious with each other in 
the sharing of data and were scarcely taken seriously by their American counterparts. The 


problem, though, is not merely a sociological or organizational one that can be tabled after a few 


announcements and restructurings. For the problem lies in the very epistemological structure of 
intelligence and its type of knowledgethat cannot simply be subjected to free competition the way 
a scientific hypothesis can and must be.This is why it will inevitably remain, at least to a certain 
extent, caught up in its own blindness. 

In addition to this self-imposed blindness there is also a certain hypnotizing effect created 
by the object observed. This object behaves like Descartes’s genius malignus, ”an evil genius, 
supremely powerful and clever, who has directed his entire effort at deceiving me.”'® The 
worldly incarnation of this evil genius is the enemy. In enmity, the likelihood, or rather, the 
certainty of being deceived is given a priori. Herein lies the intrinsic difficulty of working with an 
object whose appearance is never more than intentionally misleading. The double-edged 
character of intelligence as knowledge consisting of information and disinformation turns out to 
create a dynamics of bottomless mistrust and violence-prone paranoia. The logic of this 
mistrust—which is always the logic of one’s own will to decetve—can be seen in the mirror- 
image thought processes of the two sides regarding a defector in a typical spy novel of the Cold 
War, Robert Littell’s The Defection ofA.J. Lewinter. A Soviet expert on American intelligence 
strategies argues as follows: 

... the Americans are probably signaling us—but to what purpose? Everything depends, 

in the end, on what the Americans want us to believe. If they want us to believe he is real, 

he must be a fake. If they want us to believe he is a fake, he must be real. Here is where it 
gets complicated. I will raise the possibility that the Americans are signaling us that 


Lewinter is real in the expectation that we will discover they are signaling us that he is 
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real and conclude he is a fraud. Ergo, they want us to believe he is a fraud. Ergo, he must 

be real. Do you follow me?” 
The aberrant dialectic of these thoughts is not just the product of the Marxist schooling of the 
Soviets. It is the consequence of a logic of suspicion shared by both sides, a very simple one: 
everything is exactly not as it seems. The enemy deceives me in that he is reckoning with a 
certain behavior on my part—and I in turn reckon with this. As it ironically turns out in Littell’s 
scenario, the result of all this mistrust is precisely the belief in the first appearance. The double 
contingency of this mutual spying cannot be alleviated by putting oneself in the position of the 
other but is rather thrown precisely into an endless dynamic by it. Where nothing is as it seems, it 
is either time to despair or—and for this, too, Descartes is our guide—to develop a rational 
methodology from which one can find criteria for acceptable or less acceptable claims. It is 
precisely here that we find the systematic justification for the methodological considerations that 
fill the academic journals of intelligence. The probability of being deceived and the necessity to 
deceive are the heart of the epistemology of secrecy that distorts the knowledge produced by 
intelligence into an abyss of endless hypothesizing. The furor of the war machine becomes a 
furor of thought. Before this background the twofold (academic and administrative) regulation of 
this knowledge reveals to be the attempt to channel its delirium into controllable paths. The 
infinite curiosity and paranoia of intelligence must be given limits; otherwise, instead of 
becoming the basis for decisions, it would be lost in an equally infinite process of speculation. 

In the praxis of modern intelligence services the most fundamental administrative 
decision in this respect is the (recently highly criticized) separation of information gathering and 
its assessment or analysis. Gathering and interpretation are the two foundations of any secret 


intelligence work: on the one side the extraction of information from assets, the treatment of 
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concrete cases, the investigation and management of so-called sources and agents on the scene; 
on the other, the processing, assessment, interpretation, and—most important—verification of 
this information within the administration, which then reaches decisions as to how to proceed and 
what conclusions to make. Even though every member might be required to work ”in the field” at 
some point during his or her training, the world of intelligence workers is divided into two fully 
separate spheres of activity, each with its own background and mentality. There are the field 
officers, the bottom rank, who are responsible for information gathering and being in contact with 
the agents; they often have military, police, or technical training. And there are the higher 
officials with a university degree making their career at headquarters as analysts and strategists. 
The clash between these two systems and personality types within the agency is not only planned 
for, but even desirable to a certain extent. While the field officers tend to act quickly, sometimes 
perhaps even overhastily, the analysts value levelheadedness and waiting. The actions of the 
people in the field are generally oriented to concrete situations; headquarters sees the global 
context. Field officers want to lend their sources credence (otherwise their work would be 
pointless), while analystsmistrust all incoming information, requesting confirmation and 
oversight and tend to draw conclusions very carefully.. The dullness of the headquarter analysts 
is meant to counter the paranoia of the field agents. This methodically necessary complementarity 
between the two sides can lead—as can be seen in the reforms now due at the FBI and CIA—to a 
systemic paralysis. But this paralysis or, better, ’slow-down” of the processing of intelligence 
material is not too high a price for intelligence to pay if it doesn’t want to get lost in the delirtum 
of countless leads and omnipresent mistrust. The lifting of all legal limits on investigations and of 
all internal skepticism about one’s own information would not only be a catastrophe for 


protecting citizens from the grasp and inquisitiveness of the state, but also a catastrophe for the 


meaningful functioning of the intelligence services. The American intelligence services should be 


cautioned against such consequences not least by their own, in part quite unsavory history. 


Interception and Code Breaking 
The knowledge produced by intelligence grows not just out of observations and investigations. 
Much of it is already present in the form of messages. Knowing the enemy’s plans can be as 
simple (or as difficult) as overhearing his communications. Ecrypted or secret transmission and 
interception, thus have always been two of the main functions of intelligence services. Every 
structure that is based on communication and command—especially the military—needs 
channels for carrying these powerful words. In every transmission, from messengers on 
horseback to streaming data, there is the chance to intercept the as-yet-undelivered message, the 
as-yet-unheard command, to learn of the ways and plans of the opponent and to prepare oneself 
accordingly. The wiretapped message of the enemy has an advantage over the information 
gleaned by agents and informers: it appears as direct access to the enemy’s plans, allowing 
falsification and distortion to be ruled out. Messages are always linked to the mastery of time or, 
more precisely, with the mastery of the future: whatever the concrete matter treated in the 
message, be it a command, a report, or a question, it indicates implicitly what is to be done, both 
for its intended receiver and for the enemy side that intercepted it. It is this dynamic of being 
there first that makes secrecy and speed decisive characteristics of the war machine. In the case of 
the transmission of messages and their interception, though, speed and secrecy are in fact one and 
the same. Only the secretly transmitted report allows for surprising and preventative action; the 
speed of transmission, in turn, often ensures that the message remains clandestine. 

Hiding or encrypting communications is the most important method for preventing the 


interception of messages. But merely hidden messages, whether written with invisible ink on 


innocuous documents, inserted into hams to slip trough Muslim checkpoints, or tattooed on the 
heads of couriers who must let their hair grow back in before traveling, are relatively prone to 
discovery, even of the accidental kind. In contrast, encryption offers a kind of intellectual barrier 
between the unequipped reader and the message. But even this barrier cannot hold up forever. 
For, if we lend credence to a natural talent such as Edgar Allan Poe or to the historians of 
cryptography,” there is no such thing as indecipherable encryption—at least not given ample 
time to work on it. The time window between the moment of interception and deciphering, 
assuming an advanced state of intelligence on the enemy side, represents the amount of time for 
which the message is protected. In war and even in diplomatic negotiations, it is of little use to 
have deciphered a message after days or weeks—apart from working to break the entire 
encryption process, a code, or a heavily used key. In the beginnings of encryption, this time 
factor was limited to the craft of finding the ”trick”: the paper strips that when wrapped around a 
dowel of the correct diameter reveal a meaningful text (skytala), or the simple Caesar” cipher, 
which replaces the letters of the uncoded text with a certain number in the alphabet. The Caesar 
cipher, as the original model for all so-called mono-alphabetic encryptions (in which letters are 
transposed or replaced with numerals according to a uniform principle) can, given a certain 
length of message, be easily deciphered by calculating the statistical frequency of each letter and 
of certain groupings (such as the, a, etc.). Poe explains this principle in his famous treasure-hunt 
story ’ The Gold Bug” and was able to solve mono-alphabetic encryptions nearly at a glance. The 
American decryption agency, the NSA, chose as its emblem—in elegant understatement—a 


cipher disc based on the Caesar transposition cipher. This disc, which was designed by the 


2 Edgar Allan Poe, ”A Few Words on Secret Writing,” in E.A. Poe: Essays and Reviews, ed. G.R. Thompson (1841; 
reprint, New York: Library of America, 1984), 1277—1291;; and David Kahn: The Codebreakers (1966; reprint, New 


York: Scribner, 1996). 


Renaissance scholar Leon Battista Alberti, was itself an early way to go beyond mono-alphabetic 
encryption, in that for each individual letter of the clear text, a different transposition could be 
chosen. Such a poly-alphabetic code has the advantage that statistical frequency of the letters is 
blurred, making substantially more complicated and longer calculations necessary for the 
decipherer.”' The basic principle of encoding—that is, , i.e. the substitution of the clear text 
letters with other symbols—consists in dissolving language, or, more precisely, the rules that 
allow sense to emerge from an arrangement of characters , into mere series of unintelligible signs, 
mostly numbers. In the coding process letters become the objects of mathematical operations that 
make the patterns of language disappear in seemingly random strings of signs. The essential task 
of a code key is to disguise the non-randomness of language. Consequently, decryption entails 
identifying this calculation and undoing it, an act that doesn’t necessarily mean one has found the 
key, but rather, as Poe writes, has used a lock pick: statistics.” Before there is reading, there has 
to be calculation. That is why in the twentieth century cryptographic reasoning gradually 
migrated from the slow and forgetful heads of human beings to computers. Simple machines such 
as the famous Enigma encode texts that other, significantly more complex machines attempt to 
decode in countless mathematical operations. Signals intelligence services, like the decryption 
station in Bletchley Park in World War II or today’s NSA, thus became mathematical research 
labs. Modern-day cryptography is exclusively a matter for computers; their intelligence—.e., 
their processing capacity—has become one of the most important instruments of intelligence. 

The interception and decoding of messages, like espionage, has a tradition that is not 


limited to the realm of war. Wherever important messages have been transmitted, there has been 


*! One of the most comprehensive accounts of the history and systems of cryptography is still David Kahn, The 
Codebreakers. 


2? Poe, ”A Few Words on Secret Writing,” 1280. 


interception—and encoding. Secret writing is as old as writing itself. With the development of 
public and centralized message transmission systems such as the post, the state directed this 
curiosity to the mail correspondence of its subjects. The so-called black chambers instituted in 
Europe in the seventeenth and eighteenth centuries were busily and discretely opening all the 
mail, especially that of envoys or politically suspicious subjects, swiftly making copies of 
encrypted messages, so-called intercepts, and having them decoded by a well-trained army of 
decipherers. Their universal access to all correspondence and the professionalism of the 
chamber—in France in the late-seventeenth century, the chambers were already erected at every 
important connection in the postal system—show how greatly the government suspected its 
subjects. Every exchange of messages was potentially the planning of a conspiracy, the 
conveyance of secret knowledge to foreign states, or other ”damaging correspondence.” Thus it 
was no coincidence that the central post collection sites were to become the seeds of the 
institutional intelligence agencies. In the Habsburg Empire the logistical possibility of routing all 
correspondence through a central station, inspecting it there and processing the intercepted 
messages was expanded in eighteenth-century Vienna into a perfectly organized surveillance 
apparatus. The state’s curiosity about its subjects’ correspondence, however, is not a thing of the 
past. Today the recently achieved technical possibility to intercept all forms of electronic 
communication—e-mail, telephone, and radio—has inspired megalomaniacal surveillance 
projects such as Echelon. After World War II, the United States, Great Britain, Canada, New 
Zealand, and Australia agreed to join in a surveillance cooperative under the acronym of 
UKUSA, which built a worldwide network of listening posts and satellite stations for surveying 
every civilian and military communication. What was originally intended as espionage against 
the Soviet Union and the Eastern Bloc has made possible the interception of nearly every 


message. Search programs filter intercepted land and satellite telephone conversations, e-mail, 


internet data, and fax transmissions for keywords, numbers, and names, which, depending on 
specific interests or suspicions, may be collected in dossiers at the NSA. If intelligence is directed 
against ”the enemy,” that means that in the comprehensive access granted by recent surveillance 
programs, the entire population of communicators is treated as a potential enemy whose secrets 
have to be discovered. Protecting oneself against this boundless curiosity makes one even more 
suspicious. Whoever uses encryption, so the logic goes, must have something to hide, whether it 
be company secrets, private confidences, messages from drug dealers or child pornographers, or 
plans for terror attacks. In point of fact, today nearly ’unbreakable” encryption software like PGP 
(Pretty Good Privacy) is readily available. The Clinton administration therefore tried to insist that 
all encryption software sold in the United States must have a ’back door” built in to enable law 
enforcement to access coded communications in cases of suspicion. But software like that would 
be nothing to anyone. In the United States encryption software enjoys the protections that apply 
to the export of weapons.” Yet for now, the race between encoding and decoding, which in 
essence is a battle of processor speeds, seems to have been won by encoding. Today, anything 
double or triple encoded with PGP is no longer decipherable by any existing computer. But even 
uncoded or badly coded messages—as became clear in the aftermath of 9/11—pose a problem to 
universal interception as big as it is stupid: the sheer mass of copied messages. They have to be 
saved, filtered, proofed, transcribed, and often translated from the most remote languages before 
being interpreted. On September 10, 2001, there were suspicious telephone messages—but only 
after the attacks were the transcripts of the conversations found. And in the days and weeks after 
the attack, during the preparation phase of the Afghanistan campaign, the FBI website 
desperately sought American citizens who could translate the increasing amount of material in 


Arabic, Farsi, and Pashtun for $27—-$38/hour. Mass interception, such as is possible today, 


? Duncan Campbell, Surveillance électronique planetaire (Paris: Allia, 2001). 


would in fact need masses of skilled readers and competent analysts. The wish for total 


interception of all communication ends in the stupidity of keyword searches. 


Space Reconnaissance 

If the state apparatus is what annexes, names, occupies, and oversees space, including all that 
occurs and is communicated in it, then the nomadic nature of the war machine, in contrast, is 
what ranges through it, overcoming distances and exploring new spaces. The war machine makes 
spaces into objects of knowledge well before they are occupied, partitioned, and demarcated by 
the State. The knowledge produced by intelligence is thus fundamentally connected to spaces that 
are traversed and explored: from individual spies and local inhabitants captured by chance to 
agents disguised as business travelers to informers living in enemy territory. The space that 
intelligence explores is, by definition, opaque and inaccessible. The task of intelligence is thus to 
penetrate into the forbidden and protected space, cross borders and explore the enemy’s territory. 
This space is by definition an uncharted, secret-filled, necessarily dangerous zone. Physically 
setting foot on enemy soil to spy out hidden locations, then transporting secrets back across 
enemy lines is the archetypal masterstroke of the spy. His disguise is important: he mimics the 
enemy. But precisely this becoming-foreign or becoming-enemy, the fact that this metamorphosis 
is possible in reality or might ultimately mean switching sides, renders the spy as a military and 
political figure suspicious from the start. In modernity he is—far from being the object of Sun 
Tzu’s esteem—nothing but a necessary evil, a mere instrument of knowledge. The spy is only the 
medium of the secret: he collects, transports, and hands off information that he is not necessarily 
supposed to understand. Emblematic of this is the memory artist in Alfred Hitchcock’s The 
Thirty-Nine Steps (1935)he memorizes secret formulas in order to recite them to his handler in a 


theater. He is shot, but with his last breath he mutters numbers and sequences. He transmits a 


message whose content will always remain closed to him, while his death speaks to its monstrous 
importance. As the courier and transporter of knowledge, the spy—as elegant and sophisticated a 
figure he may be in the specific historical and fictional instances of Dr. Richard Sorge or James 
Bond—is never himself the agent of history but only ever its pure means. He works on 
assignment, directed by what is in many respects a remote” office that sends him like a probe 
into unfriendly reaches. In the darkest scenarios of the Cold War, such as those of John Le Carré, 
he is nothing more than a sounding device whose demise in enemy territory is assumed. While he 
has to be constantly on the move, covering his tracks, invisible, the central command is static and 
precisely located: in Moscow’s Hotel Lux, in East Berlin’s NormannenstraBe, in Langley, 
Virginia. 

What is the structure of the spaces that intelligence researches—or, better, produces? If 
one turns to the (publicly accessible) strategy papers and research-theoretical discussions within 
the intelligence services, one notes that these offer little in the way of an archeology of spaces. 
The real spatial fantasies of the intelligence world are to be found in literary scenarios. Space is 
rendered intelligible and structured by its representation. Novels, a kind of continuation of 
espionage through other means,” develop spaces as semiotic structures. The earliest classic spy 
novels are readable as geopolitical tracts, essays on the necessity for protecting the homeland 
against invasion and infiltration. I would like to suggest three types of space that to me seem 
constitutive for any form of space exploration by intelligence in the twentieth century. I name 


these spaces, according to limits set on their exploration, the labyrinth, the Wall, and the pixel. 


The Labyrinth 


** Friedrich A. Kittler, ”Draculas Vermächtnis,” in Friedrich A. Kittler, Draculas Vermächtnis. Technische Schriften 


(Leipzig: Reclam, 1993), 24. 


One of the very first spy novels, Erskine Childers’ The Riddle of the Sands (1903), tells the story 
of two English yachtsmen who, in crossing the calm North Sea in the vicinity of the East Friesian 
islands, discover preparations for an invasion of England.” With the help of shallow-draught 
boats, the Germans plan to send troops across from the North Sea islands. Their tactical 
advantage would consist in being able to perpetrate a surprise coup on an England convinced of 
its invulnerability, being protected by the sea. Childers intended the book to be a warning about 
the growing capacity of Germany as a sea power and a call to the creation of a volunteer Marine 
Reserve. The thesis that the Germans could overcome the natural obstacle presented by the 
islands on her own coast and initiate a wide-fronted attack is presented by the Irishman Childers, 
disguised as the editor of an authentic report, with the propagandistic gesture of the geopolitically 
informed patriot. The real sensation, though, are the maps, which are appended in order to 
demonstrate the situation yet more precisely. These are small scale maps of the sands and 
channels in the East Friesian mudflats, with exact depth indications. The tactical inspiration of 
the Germans not to embark against England from easily monitored harbors but to embark as a 
scattered front from the shallow and treacherous mudflats is shown in these maps to be 
technically feasible. The precondition for this, however, is an exact knowledge of every tidal 
creek and sandbank, every channel navigable even at low tide, every watershed. In the novel it is 
the two sailors, who are as inquisitive as they are patriotic, who through exact measurement and 
plumbing of the sands supplement the insufficient sea charts and thus stumble upon the riddle of 
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the sands. The ocean, the archetype of the unmarked, ’smooth space’””, is rendered transparent 


through this industrious cartography, as a thoroughly structured, ”’striated” space with fixed rules 


* Erskine Childers, The Riddle of the Sands. A Record of Secret Service Recently Achieved (1903; reprint, London: 
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% Deleuze and Guattari oppose the smooth”, unmarked space to the ”striated”, sendentary, territorialized space. 


of permeability, specific risks and certainties, points of reference, and barriers. A system of 
passageways and currents, deadly traps and sudden escapes—a labyrinth. The knowledge of this 
labyrinth offers the Germans the possibility of a surprise attack, while knowing of this knowledge 
defeats the surprise effect. The Riddle of the Sands is a mise-en-scène of the map, that classical 
vessel of military knowledge, a desirable and forbidden object to the extent that it renders the 
labyrinth a traversable, useful space. In producing the detailed sea charts as proof of its 
hypothesis, the novel itself becomes part of this tactical use of knowledge; it is intelligence. 
Maps, the graphic construction of spaces, like spies or in place of them, have always been 
a key medium of military intelligence. For a long time there were thus few topographically 
accurate maps; they were secret, covertly commissioned, and in some cases, when they were too 
accurate, forbidden for public use. For centuries military leaders had to take a closer look on an 
ad hoc basis, filling out and correcting the rough indications of their maps. Only in the nineteenth 
century did the map become the reliable double of warfare. In the process, maps became a vessel 
of knowledge in two senses: the map ’guides the operations in that it transmits ascertained 
knowledge about the terrain, and it is the substrate, background, and work surface for the 


”21 The map is a representation of space that aims at its control, 


representation of these operations. 
but it cannot control the movements and relations between forces in this territory, even if it is 
their constitutive basis. As an instance of intelligence the map doesn’t simply render the 
represented space knowable and transparent, but, in a paradoxical manner, also represents it 
precisely as a labyrinthine, obscure structure. For it excludes the dimension of time. Nothing 
ephemeral can be part of a slowly and carefully drawn map. The forces and dynamics operating 


in this space can only be hypothetically anticipated; the map hides as much of the space as it 


discloses. 


a Dewerpe, 234. 


The Wall 

Second, let us takethe Cold War and its grim novelist, John Le Carré. Le Carré’s world is divided 
into two realms, East and West, between them a border where enemies of global reach clash with 
one another, two world systems whose enmity goes far beyond the struggles of bordering nation- 
states. Vigilantly guarded, this border—in the Manichaean political views of the time—ran 
between the two halves of the world, between two opposite forms of society and culture. Le 
Carré’s world, which reflects this Manicheanism even as it deconstructs it, is divided into two 
further spheres of reality: the normal world, in which ’everyday people can sleep soundly in their 
beds at night,” and the ’cold,” the world of secret intelligence, from which, as Le Carré’s most 
well-known novel shows, one can no longer ”come in.” The Berlin Wall, the focal point of The 
Spy Who Came in from the Cold, is the emblem of this two-fold split: East versus West, secret 
versus public. At the end, the defector Alec Leamas sits up on the wall, looks from one side to the 
other, sees the death strip on the GDR side, and, on the West Berlin side, his case officer Smiley, 
who has involved him in a rather perverse intrigue between the Secret Service and the East 
German intelligence bureau. He has a look around, and then slowly climbs back down into the 
no-man’s land of the death strip, where he is shot. This look into both sides is an untenable and 
deadly position of knowledge: what Leamas’ viewteaches is that there is no difference between 
these two worlds eagerly shielded against one another—the leader of the East German 
intelligence service, a former Nazi, is an agent of the West; the enemy, while not exactly a friend, 
is ’one of us.” Seen from the point of view of intelligence, nothing differentiates the two 


societies. Even if the Wall separates no more than two equally perfidious political cultures, its 
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virtually insurmountable nature allows both sides to produce phantasmagoria in an endless cycle. 
The Wall functions, to speak in the terms of another Le Carré novel, like a mirror: behind the 
mirror is the same thing as in front of it, just the other way around. In the Cold War—which, to 
follow Le Carré, is nothing other than a Looking-Glass War (1965)—knowledge of spaces is 
structured along the lines of the imaginary versus the real. The space behind the Wall is a black 
box whose signals and symptoms are to be decoded according to the dialectical logic of deception 
and being deceived. What is behind the Wall is not visualizable or mappable, but rather takes the 
form of a mysterious body to be sounded, subjected to tests, and observed from the outside. 
Whoever enters becomes a probe in this opaque and, even worse, constantly changing space. A 
space made up not of points and lines but rather of events and identities, power relations and 
cases, like the ’zone” in Tarkowski’s film Stalker (1978/9). Into this unfathomable space, an 
agent is sent, and the speed with which he is captured and executed indicates whether the terrain 
in question is militarily sensitive—thus the coldhearted plot of The Looking-Glass War. The 
”Great Game” that espionage still represented for Kipling’s dainty little Kim here becomes the 
bitterest kind of chess game, which Le Carré indicates with his allusion to Lewis Carroll’s 
Through the Looking-Glass (1872): black and white are fundamentally different and yet of the 
same order, but the spy who is placed on the gameboard is nothing more than a pawn and easily 
sacrificed. The Wall is the epistemic center of the space that it divides, but it also ensures that the 
two sides created by this division are alike. The world becomes a global constellation of total 
enmity in which there are no longer any neutral places but where everything somehow looks the 


same. 


The Pixel 


This story is not invented—it is more like the end of all inventions. On April 17, 2000, a 
commercial dealer in satellite photographs, Aerial Images, published on its website several 
images of the American military base Area 51 at Groom Lake, Nevada, at a resolution of two 
meters. The images had been made by a Soviet intelligence satellite and sold to Aerial Images by 
the Soviet space intelligence agency, Sovinformsputnik. One day later the Federation of 
American Scientists (FAS) also posted 1-meter images of the restricted area that it, too, bought 
through commercial vendors.” For nearly forty years the American government had denied the 
existence of this zone, and aerial photographs of the region were classified and even modified for 
internal use in the intelligence services. The myths surrounding the restricted area near Groom 
Lake became all the more intense: experiments on extraterrestrials were said to have been 
conducted in its laboratories, and in the film Independence Day (1996) it is the site where the 
horrified human race looks into the cold eyes of the alien invaders. The revelations contained in 
these Area 51 photographs are quite tame by comparison: rail lines, hangars, radar stations, and 
athletic fields. The lands are used for the testing and development of new aerial weapons and 
surveillance aircraft—but show no signs of extraterrestrial traffic. The real sensation was the way 
John Pike of the FAS acquired and published these materials. For the first time, highly classified 
material being sold on the market, was being made available to the public. Strictly speaking, 
though, the images were no longer of military use, as they were far too old. In both cases, the 
images were around two weeks old, while the orders had taken almost three months to fill. ”Both 
firms took so long to supply the images that the war would have been over before anyone could 
lay eyes on them,” said Pike. 

Area 51 is a first—a first in the era of the marketability of aerial intelligence, which while 


it doesn’t necessarily entail a democratization of military secrets does make them vulnerable to 


? Available from: http://www. fas.org/irp/overhead/groom.htm; and http://www.terraserver.com. 


the risks of commercialization. But above all it is an end, the end of the opaque and divided 
spaces that comprise the cartography of the labyrinth and the phantasmagoria of the Wall, as well 
as a political end to the small-mindedness of national secrecy, which creates zones in the middle 
of its own country, the names of which may not even be spoken aloud, zones like the Russian 
atomic-laboratory ghost cities and Area 51, none of which appear on any map. Aerial 
reconnaissance, it was always hoped, would do away with the intentional and unintentional blank 
spots on the map, and also avoid the uncertainty involved in dealing with living agents and spies. 
” Aerial photography,” wrote one of its earliest proponents, ”cannot make mistakes and leaves 
nothing out.” *” Aerial reconnaissance by camera sees all, cannot be deceived and cannot lie, was 
the thinking. The inaccuracy of maps, the fact that they cannot represent changes in time, the 
uncertainty of fallible human reasoning that burdens HUMINT, is contrasted with the image- 
technological intelligence of IMINT (imagery intelligence) as a supposedly more objective 
process. Under the eye of the camera, the space of intelligence becomes smooth, homogeneous, 
and dreamily transparent. From above—and the higher up the better—nothing can be hidden; it is 
the wish for absolute clarity fulfilled. The camera, the nearly untouchable, invisible camera out in 
space, can fly over everything; no borders or demarcations can impede it. Methods of 
camouflage, dummy structures, and other defenses against aerial reconnaissance are countered by 
new technologies such as infrared photography and electronic image processing, which can 
distinguish over 200 different shades of grey. And with the new market for intelligence photos, 
the limits imposed by military and/or state secrecy are gradually being eroded: anyone can 
purchase satellite images he or she might be interested in, starting at $300. 

The space under the gaze of the IMINT is homogenous while at the same time not entirely 


continuous; rather, it is—as I like to call it—”pixeled.” The limiting factor in the art of IMINT is 
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resolution. Technically speaking, resolution refers to the representation of spatial units as image 
units; thus in a one-meter resolution, one meter is represented by one pixel. Anything smaller 
does not show up, for it cannot be imaged. Resolutions as high as ten centimeters are possible 
today but not commercially viable, and with these one can already distinguish different makes of 
automobile. But with the increasing perfection of seamless photo reconnaissance, which can see 
under clouds and beneath the earth, defenses against it are being perfected too. An increasingly 
important field of military research and development is the techniques of camouflage and image 
disruption against reconnaissance from space. The total view of the earth has intrinsic gaps, both 
small and large, which could become a determining factor of blindness. The gap that today is 
probably the most important, besides resolution, is the window of time between the recording of 
an image and its analysis. In a crisis, only brand new images immediately analyzed by experts are 
of any use, and the most high-powered research today is devoted to closing this window through 
improved reproduction technologies and more efficient organization.” Just as resolution places a 
limit on the visualization of space, transmission is the limit for the timeliness of intelligence; its 
military usefulness” fades quickly until highly relevant material becomes merely historical. 

The pixeled space of satellite imagery is not the end or the disappearance of the 
labyrinthine space or the phantasmaticspace divided by walls and borders—it has answered some 
of the questions they pose, but not all of them. The strategic usefulness of a given terrain, such as 
the mudflats of The Riddle of the Sands, cannot be entirely determined from the air; nor would 
image intelligence have answered the classical Cold War question in John Le Carré’s The 
Looking Glass War, of what kind of secret weapon was being developed under the roof of a 


hangar in East Germany. The on-site, dangerous exploration of spaces as labyrinths will never 


*! For an introduction to this topic, see the teaching paper ”Tactical Imagery Intelligence Operations” (February 
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become obsolete, nor will the phantasmagoric worrying about what occurs in zones that are not 
accessible or visible. If ’striated space” becomes smooth” under the sight of satellite cameras, it 
is still—even with higher resolutions and shorter time windows—only ever the space of ”now” 
and whatever happens to be visible at this moment. Even a form of reconnaissance that could see 
into every last corner of the earth and could convey this information in real time would still be 
nothing more than a description of the status quo of a radically ephemeral object, good for 
determining at best where a given column of armored vehicles might be at a certain point of time 
if it continues at the same rate of speed. Technical intelligence cannot lend insight into what 
human beings know, think, and plan. TECHINT was a product of Cold War intelligence, which 
had lost itself in the pitfalls of secrecy, the treachery of moles and turncoats, and the delirium of 
mistrust and paranoia facing the enemy. Image intelligence and interception seemed, finally, to 
offer an objective form of information not clouded by lies, misunderstandings, and 
misinterpretations. Given the particular structure of danger in the Cold War, it certainly did a 
good job. But already the growth of other forms of danger in the last twelve years, such as 
international criminal syndicates, low-intensity conflicts, weapons smuggling, and secret ABC 
weapons development (as in Iraq), has pointed out that satellites and wiretap programs cannot 
solve every intelligence riddle. Technical intelligence cannot discover what motives and 
emotions make someone an enemy and to what extent he or she becomes dangerous. TECHINT 
is structurally stupid, producing streams of images and intercepts without criteria for what is 
important or unimportant. What human beings are planning, how human beings feel, and what 
actions they are considering can only be discovered by another human being. It was thus a 
predictable and certainly instructive reaction on the part of many intelligence experts to the terror 
attacks of 9/11 that they blamed the politics of increased reliance on technical defenses for the 


failure of the services to prevent the attacks. But ”back to HUMINT” would mean not so much 


getting a handle on the paradoxes and difficulties of espionage in the classical sense as pushing 
them even further. Faced with an enemy that operates both nomadically and globally, an enemy 
that we quite obviously understand all too little to preempt in any effective way, an enemy that is 
too foreign for us to effectively infiltrate, it cannot be a question of sending officers into the field 
or debating crisis scenarios. What is currently happening in the United States—the competition 
and bad blood between the CIA and the FBI, the demand for the unlimited access by intelligence 
personnel to the persons and property of private citizens, the increasing secrecy of data on 
chemical factories, nuclear power plants, defense installations, airports, and so on—is an utterly 
helpless reaction, even if it has grave repercussions for civil rights. A general culture of 
censorship, secrecy about sensitive data,” and enhanced surveillance is the baffled answer of a 
cumbersome, static system against a mobile, ungraspable enemy. It is the state apparatus in its 
most rigid, unmovable and thus brutal form arraying itself against the war machine incarnate. For 
perhaps Al Qaida is the most advanced form of a war machine, covert, mobile, centerless and 
intertwined with the network of the global world economy, a system of nomads attacking the 
monuments and centers of global capitalism. A machine such as this, a raging rhizomatic 
structure, can perhaps only be met by the decisive dissolution of the normal order of battle, with 
Sun Tzu’s small troop of multitalented spies. Such spies would no longer be educated civil 
servants, nor more or less controllable field agents, but rather elements of the grey zone of hazy 
networks from which international terror also arises: weapons dealers, international business 
people, shady news traders, inscrutable journalists, mercenaries, people with a long affinity for 
fundamental Islamist networks. Liars and criminals, fanatics and paranoiacs, embittered and 
confused souls. To do business with such people, to gather reliable information from them, is a 
nightmare. But perhaps the academic trend in intelligence, its segmentation into countless 


specialized officialdoms and the technological objectivization of its instruments were a weapon 


that only functioned so long as the enemy was another state. The dynamic of enmity that became 
visible with 9/11 cannot be thwarted in this way. Quite possibly, the furor of the war machine can 


only be matched by an equal furor of tactical thinking and intelligence. 


